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180 9001

Certified Quality
Management System

Document reader Regula 70X4M

Full page passport reader with no moving parts inside.

Automatic reading and authenticity verification of passports, IDs, visas, driver’s licenses and
other identification documents.

Optical character recognition, reading of barcodes, RFID and SmartCard chips.
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A small-sized reader for desktop use. Hard plastic body (IP54). The device is connected to a PC via a USB cable. No
moving parts. Reliable, convenient and easy-to-use.

The device allows capturing images in white, infrared, ultraviolet and coaxial lights. Certain models are equipped with
modules for reading RFID chips and smart cards. The device is supplied with software development kit (SDK) for easy
integration into existing end-user systems.

Reader Regula 70X4M can be optionally equipped with a flip-top cover.
Functionality

e Capturing and processing images
o supported document formats

= |D-1

= |D-2

= |ID-3

= other documents with maximum size 88x128 mm
automatic detection of a document in a scanning zone
automatic scanning after document detection
elimination of glare from laminate and holograms in white and IR light
compensation of external light hitting during image capture in ultraviolet light (Smart UV)
automatic selection of UV illumination intensity according to the document type
search and cropping of a document image from a general image
e The MRZ detection and recognition
¢ Recognition and reading of 1D and 2D barcodes
¢ Automatic recognition of a document type
¢ Processing graphic fields
¢ OCR of the visual zone
¢ Reading RFID tags
¢ Analyzing and comparing text data
¢ Automatic authenticity verification of a document

o O O o o o

Operation

1. The optical reader automatically detects a document in the scanning area of the device.

2. Document images are captured in different illumination modes. At the same time data is read from RFID tags
and smart cards.

3. Regula Document Reader SDK processes data.

4. Results of the verification are ready for further use.

Application

e Border control services

e Aviation security services

¢ Law-enforcement agencies

e Immigration services

Financial institutions

Hotels

Car rental and leasing companies
Cellular companies

¢ Business centers security service
¢ Event-agencies

¢ Medical institutions

e Tourist agencies

e Ticket offices

http://www.regulaforensics.com/
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¢ Visa support agencies and consulates
¢ Insurance companies
¢ Casino security service

Additional functions
¢ A USB-port available for connecting other devices
e Programmable indicators of the device status:
o multicolour LED indicator - red, yellow, green
o buzzer

Delivery Set

¢ Regula Document Reader SDK
¢ USB cable for connecting the reader to a PC

http://www.regulaforensics.com/


http://www.regulaforensics.com/

equla

forensic science systems

Functionality

Optical White

reader  |nfrared 870 nm
"ot Uttraviolet 365
SOUrces traviolet nm

Coaxial white

Reader of radio frequency
identification devices (RFID)

Smart card reader

Optical reader

e Scanning area, mm — 88x128: full passport page

¢ Video sensor:

o type — CMOS

o colour model — RGB
o colour depth, bit — 24

Number of megapixels
Resolution, ppi
Frame size, pixels

7004M. 7004M. 7004M. 7024M.
100 110 111 100

+ + + +

+ + + +
+ +
+

+

3,1
400 * 3%
2048x1536

Model
7024M. 7024M.
110 111
+ +
+ +
+ +
+
+ +

7034M. 7034M. 7034M.

100 110 111
+ + +
+ + +

+ +
+
+ + +
+ + +
5
500 + 3%
2592x1944

Reader of radio frequency identification devices (RFID) for models Regula 7024M.XXX, 7034M.XXX

e Supported standards — ISO 14443: type A and B
¢ Data exchange rate, Kbaud — 106, 212, 424, 848
¢ Reading an RFID tag regardless of its position in the document
* Anti-collision: reading an RFID tag according to the MRZ

Smart card reader for model Regula 7034M

¢ Supported standards — ISO/IEC 7816-1, -2, -3, -4; EMV2000 4.1, Level 1
¢ Data exchange rate, Kbaud — 2-500
e Smart card type — asynchronous, T=0and T = 1

Device technical specifications

¢ Overall dimensions (lengthxwidthxheight), mm:
o Regula 7004M, 7024M — 179x160x99
o Regula 7034M — 190x160x99

¢ Weight, not more than, kg — 0,82

e Power supply voltage from a USB port, V — 5

e USB-port supply current, A, max — 0,95

Functionality

http://www.regulaforensics.com/
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Document formats

Document image capture and processing
¢ ID-1 (identity card)
¢ |D-2 (passport card, visa)
¢ |D-3 (passport)
e other document formats up to 88x128 mm

Scanning process ¢ document detection sensor

¢ automatic scanning after document detection

e elimination of glare from laminate and holograms
for white and infrared illumination

e compensation of external light hitting during image
capture in UV light (Smart UV)

e automatic intensity selection of UV illumination for
a certain document type

¢ search and cropping of a document image from a
received image

Machine readable zone (MRZ)

Supported MRZ formats ¢ in conformity with ICAO 9303:
o 44x2
o 30x3
o 36x2
¢ in conformity with ISO IEC 18013 (IDL):
o 30x1
¢ support of special MRZ data structure for
documents of certain countries

Features e search for the MRZ along the whole document

image

¢ MRZ recognition in infrared and white light

e control of check digits and data structure in
conformity with the requirements of ICAO 9303
and BSI TR-03105 Part 5.1

¢ evaluation of MRZ quality specifications in
conformity with ICAQO 9303, ISO 7501, 1831,
1073-2 standards

Barcodes

Supported formats ¢ 1D: Codabar, Code39 (+extended), Code93,
Code128, EAN-8, EAN-13, IATA 2 of 5 (Airline),
Interleaved 2 of 5 (ITF), Matrix 2 of 5, STF
(Industrial), UPC-A, UPC-E
e 2D: PDF417, Aztec Code, QR Code, Datamatrix

Automatic document type recognition
Order of document type recognition e Country—Type—Series

Features e receiving a document template from the SDK
database containing the following information:
o text and graphic fields position
o availability of barcodes and security
features
o authenticity verification and its parameters
o RFID-chip availability
o areference image from Information
Reference Systems «Passport»,
«Autodocs», «Frontline Documents
System»
¢ processing of the received document images in
compliance with the sample, including document

http://www.regulaforensics.com/
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Types of graphic fields

Features

Recognition of character sets

Features

Supported RFID-chip standards
Data access modes
Authentication

Supported applications
Certificate management

Features

http://www.regulaforensics.com/

image rotation by the angle given in the sample

Graphic fields processing

e portrait of the document holder
¢ signature

e barcode

e fingerprint, etc.

e cropping and displaying graphic fields as separate
images in compliance with the sample of the
corresponding document

e automatic searching of faces on the document
image and cropping the document holder portrait
if the document type is not recognized

* document image rotation according to the
document holder portrait position

OCR of the visual zone

RFID SDK

¢ Central European and Eastern European Latin
(1250)

e Cyrillic (1251)

e Western European Latin (1252)

e Greek (1253)

e Turkish (1254)

e Baltic (1257)

¢ other fonts of any size

e dictionary support (name, surname, address,
country, etc.)

e automatic text division into separate fields (e.g.
dividing the address into postal code, country,
state, etc.)

¢ recognition of dates with complex formats

e recognition of characters from different character
sets in one line

¢ |SO/IEC 14443-2 (type A and B)
¢ |SO/IEC 14443-3 (MIFARE® Classic Protocol)
o [ISO/IEC 14443-4

¢ Direct
BAC
EAC
PACE
SAC

e active (AA)

¢ passive (PA)

e chip (CAv1, CAv2)

e terminal (TA v1, TAv2)

e ePassport (DG1-DG16)

¢ elD (DG1-DG21)

¢ eSign

e eDL (DG1-DG14)

¢ |ocal storage

¢ receiving certificates online through the program
interface

¢ Master List, CRL support

¢ reading RFID chips with extended length support
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reading RFID chips in compliance with ICAO LDS
1.7, PKI 1.1 data formats

certified by BSI TR-03105 Part 5.1, BSI
TR-03105 Part 5.2

Analysis and comparison of text data

Document areas for cross-checking of the readout data o
]
]
]
(]
Verification o
]
[ ]
Adjustment of formats and measuring units to those used o
in the user OS c
]
Features o

MRZ

ViZ

RFID-chip

barcode

contact chip (Smart Card)

validity of any dates

authenticity of names and surnames according to
lists of wordstops

zero numbers of sample documents

date
weight
height, etc.

complete or partial comparison of fields
integration of data received from several
document pages

calculated field support (age, etc.)
transliteration to Latin characters in compliance
with ICAO 9303 standards for comparison with
the MRZ

Authenticity verification

Operation available for any document .

Operations available after document type recognition o

Features .

checking luminescence (UV Dull Paper) of:

o the form

o the MRZ area

o the portrait area
checking the MRZ print contrast in compliance
with ICAO 9303(IR B900 Ink)

checking image patterns in white, IR and UV light
checking luminescence of UV protection fibers
detection of false luminescence
checking photo embedding type: printing or
attachment
checking IR Visibility of:

o elements of the form

o text data

o the photograph (main and additional)
detection of holograms (OVD), OVI
reading a luminescent text and comparing it with
the data obtained from the MRZ and VIZ (OCR
Security Text)
visualization of IPI (Invisible Personal Information)
checking retroreflective protection
checking barcode format

checking operations are adjusted to documents
with different degrees of wear and tear

the choice of checking operations depends on
security features available in a questioned
document

Additional SDK functions

Image formats c

http://www.regulaforensics.com/

.BMP


http://www.regulaforensics.com/

wla

forensic science systems

Interoperability

OS compatibility

Drivers
Features

SDK
Document template database

http://www.regulaforensics.com/

JPG

JP2

.PNG

.TIF

other image formats are possible on request

comparison modules:
o fingerprint images from RFID chip and
externalfingerprint scanner
o face images from document data page
and/or RFID chip
Information Reference Systems «Passport»,
«Autodocs», «Frontline Documents System»

Microsoft Windows XP (SP3), Windows 7 (x86,
x64), Windows 8, Windows 10

Microsoft certified

simultaneous optical scanning and RFID chip
reading

firmware upgrade via USB interface (automatic
upgrade after installing new SDK version)
multilingual interface

Software updates

twice a year
monthly
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Barmde SULTANATE OF OMAN
(personal data) 3

R ——
SPECIMEN

Invisible text
(OCR Security text) [ 777

P<OMNYOUSUF <MUBARAK<SAID<<HABSI<<<<<<<<<<<<<
MO000D00040MNDO10104M0607096123456789<<<<<78

Machine Readable Zone
(OCR MRZ)

(OCR VIZ)

______ { Visual Inspection Zone

)

P<OMNYOUSUF <MUBARAK<SAID<<HABSI<<<<LLLLLLLLL
MO00D00004OMNOD10104M0607096123456789<<<<<78

|

DG1

Document data readout: textual data readout

- ‘?:i B * @ &8 JAPAN

%/ Type Rt/ 1s3uing country W% & ¥ /Passport No. “ B
#i% PASSPORT p G MUD000192
i ) GAIMU

#./Given name

SAKURA

sl e

JAPAN 20 FEB 1990

9/Sex A W/Registered Domicile

F KANAGAWA

ST M 6 /Date of issue YA O W/Signature of bearer

02 SEP 2013

A ERNM [ 0 /Date of expiry a2
| 02 SEP 2018 X v
i RAITWIT/Authority g\‘ ﬁ% - 4 v)

MINISTRY

s oF
FOREIGN AFFAIRS

P<JPNGAIMUKLSAKURA<CLLLLLLLLLLLLLLLLLLLKLLLKLK
MUD0001 92q'ﬁPN9002203F1809026<<<<<<<(<<<<<<02

[ Portrait J

Document data readout: graphic data readout

http://www.regulaforensics.com/
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DG11

DG12

RFID

i

[ “Ghost” portrait
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White image

{ White pattern

{ Pl

Comparing text data

Performed security checks in white light

White image IR Visibility Fill

IR Visibility Blank J {

IR Visibility Photo and Ghost image

=]

Performed security checks in infrared light

http://www.regulaforensics.com/
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UV Fibers ‘

UV Dull Paper Photo
B ‘| UV Pattern J
UV Dull Paper Blank
L Security Text ’
UV Dull Paper MRZ
) ) ( False Lur;l;nescence in blank ‘

False Luminescence in MRZ

Performed security checks in ultraviolet light

| White image
\ )
SULTANATE OF OMAR e s |
o T
) g o o e — | [ . 7
o O - AUGARAK SAID . ABS! [ IR image I
S — T
o~ g

T G| P ¥00000000 _smnii|
UV image

=
‘ /
P<OMNYOUSYF<MUB
i
MO0000000AOMNOO

L r

P<OMNYOUSUF <MUBAR
MODD0000040MNOO 10!

7 5

Photo embedding type ‘

White image

‘ Axial image

OVl check

<<MIHAELACCLLLLLLLLLRLL
126F150513328702

Performed security checks in different lights

http://www.regulaforensics.com/
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White image

AUSTRALIA

: Docum v
T Lo £0995915
cITIzZEN i
JANE
AUSTRALIAN A~
07 “JuN 1979

T e
3 NELBOURNE
25 DEC 2008 b1 it e
25 bEC 2018 8“""’" Gl
.‘USTIALII

' P<NSCIH1EN<<JANE<<{««<<<<<<<<<<<<<<<<<<<
50795‘91 S<6lus?906075F18122;NLDDOQS?DL<<<<O!

IR image

P AUS

CITIZEN
JANE

AUSTRALIAN
07 Jun 1979
F

25 DEC 2008
25 DEC 2018
---------- AUSTRALIA
P<Aus:l1lZEn<{JAn:<<<<5xé<<<<(<(:-<<<:<<<<<<
50995915<uusfposor’:r’1‘u1zzsvunouuru««nu

IR Visibility Photo and
Ghost image

Checking photo embedding type: printing or attachment

l

UV dull paper blank

{ White image }

NSHA urEun

a'm—m"*w

N<<BIOMETRIACCCCCCLELLLLLLLLLLEL

P<SVKSPECINE < {
19131 1711111<<<<00

XB00000004$VK1111112F1801

OVI check

UV image

¥
AUSTRA™

UV dull paper photo

[ Axial image ‘

Retroreflective
protection

- o s,
01.01.2018
ot e
11111111

[ r———

3 4 Brousiava
l_s-F

SVUKSPECIMEN<<BIOMETRIA<C <L CLCLLLLLLLLLLLC
XBOOO0OO004SYK1111112F18010191111111111<<<<00
9 %

Checking the blank of the document

http://www.regulaforensics.com/

L IR Visibility elements in blank |

J { False Luminescence in blank
‘ UV image
{ UV patterns check
J
\ IR image
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[ White image J

[ IR image

' PASSPORT DOCUMENT Mo ‘
SPECIMEN E0995915 | o e

. “ \\ T CITIZEN
7 @ %) & JANE
TRALTAN ( ! ” AUSTRALIAN
MEAMLIAPY I
07 JUN; 1979 / 07 JUN 1979
s T3 Sy s >
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R - ) / 25 vEc 2008
D .y v {
200 /
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oL ;
AUSTRALIA AUSTRALIA
P<AUS| 4 <ece

E0995915 ‘

MELBOURNE

o i

E099591 S<6AUS‘E\9D§Q’-’5Hl122$?<‘ﬂDD?!TDL<<<(U!
\,
\
5
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S

[ OCR Security text ] { UV dull paper in MRZ ]

[ Retroreflective protection J

Checking the personal data

[® Document Reader

= =)
Fie View Hep
[® ¥, oscamect | [@rocess (1] ressro | = optens [0 porumens 00 5 rurscreen
Images. Documents Database (FDS) [x]
%| 8580~ | rotseimages - (3 b W ) | [ etsis (2, pocuments patabsse (o)
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am s Passport #7 ~
WHITE R w
- |
B Twe WBR bsuing country O W2/ Passbort No.
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A/ Surname.
HONG
Ol &) names.
KIL G
22y :
REPU F KOREA
A i 01 B &Y 3/ Personal No.
01 JAN 1234562
HHiSex T
M ;
ual&-x- of &3 3 B Authority. =
10 MAR 201 A MINSTRY OF FORFIGN ATFAIRS AND TRADF
JizHeb el Date o sEsy
10 MAR 2018 @, =AS Cover Holder'sdata  Front fylesf Page A PageB PageC Page D Paget PageF E
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M244039097KOR7501012M18031051234562V19788148 e T R lminescence
o oo s 4
Results [x]
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Document Class Issuing State Document type =
PM KOR Republic of Korea - ePassport #2
Document # Date of birth Date of expiry Sex
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Surname And Given Names
HONGKIL DONG
@ @ e @ @ @ ® ©© © @© ©
A A A A g
Overall resuit MRZ Document type ~ Textdata comparison  Security Features Overall resuit BAC PACE CA TA AA PA
O Document processing is finished @[I[IAZZE S @ @ DRSDKv48 RFID SDK 3.1 R10.15

Viewing the passport from IRS database
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Fie View Hep

E ¥, oscamect | [[Brocess (1] ressrro | optens [, pocumensoa | 5 rurscreen
images Detals B]
%] 230 | roaemages - b ) o [ D Detais 24 poaments batabese (ros)|
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T RZ Lnes PRIKORHONG < <KIL <DONG € 4 << 244 £2 44244 4422444
M244030097KOR 750 10121503 105 12345621 19788 148
snsm s e MRZ Type D3
e . i Document Class Code PM
BT e e — g State Code xor
‘s Surname And Given Names HONG KIL DONG
Suname HonG
Given names 1L onG
e Nationality Code KOR.
WHITE sex "
Date of birth 750101
F Chedk digit of birth date 2
o Date of expiry 180310
B! (k) Check digit of expiry date 5
T Issuing Country
ol ® PaSSPORT D™ (AX ooament = W33
PHE e Check digit of document number 7
HONG Personal # 1234562V197881
0l &4 names. Check digit of Personal 4
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2
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. %
WA Date of is: : el B/ Adthority
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Results [B]
optca ey

Document Class Issuing State Document type

PM KOR Repubic of Korea - ePassport #2
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@ @ 6 @ @ @ ® ©© © © ©
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MRZ zone of the passport
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a2 Signature
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Document Class Issuing State Document type
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Visual zone of the passport
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Fie View Hep
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RFID-chip of the passport
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